Chapter 10.
International Security Requirements

Secﬁonl.GeneralandBackmundInfomationl

10-100. General. This Chapter provides policy and pro-
cedares goveming the control of classified information
in international programs. It also provides procedures
for those aspects of the TTAR that require compliance
with this Manual. (The terms used in this Chapter may
differ from those in the ITAR). This Section contains

information: concerning the Federal lawe and regnla-

tions, the National Disclosure Policy, aad the interna-
tional agreements that govern the disclosure of
clamified and other sensitive informatior to forsiss
interests,

10-161. Peliicy. The privaie use of classificd information
is pot permitted cxcept in furtherance of a lawful and
authorized Governmeat purpose. Goverament Agencies
have spnoined individusis to the positions of Principal
snd Designated Disclosure: Authorities %o oversee for-
cign disclosure decisions. These officials authorize the
release. of their agency’s classified information that is
iavolved in the export of articles and services. They
determine that the relcasc is essential to the accomplish-
ment of the specified Government purpose; the informa-
tion is releasable to the foreign government involved;
and the information can and will be adequately pro-
tected by the recipient foreiga government.

10-162, Applicable Foderal Laws. The transfer of arti-
cles and services, and relatod technical data, to a forcign
person, within or outside the U.S., or the movement of
such material or information t0 any destination outside
the legal jurisdiction of the U.S,, constitates an sxport.
Depending on the pature of the articles or data, most
exports arc governed by the Arms Export Control Act,
the Export Administration Act, and the Atomic Energy
Act.

2. The Arms Export Control Act (AECA) (22 US.C.
2751). This Act governs the export of defense arti-
cles and services, and relsted technical dats, that
havo been detcrmined to comstittite “arms, muni-
tions, and implements of war,” and have been so des-~
ignated by incorporation in the U.S. Munitions List.

b
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The AECA is implemeated by the Department of
State (Office of Defense Trade Coatrols) in the ITAR
(22 CFR 120 et 3eq.). Exports of classified defense
articles and dato o the U.S. Muniticas List arc also
subject to the provisions of the National Disclosure
Policy. The ABCA requires agreement by foreiga
governmesnts to progect U.S, defense asticles and
techaical data provided to them.

The Export Administratics Act (EAA) (58 US.C.
app: 2401 Note). This Act govesns the export of arti-
mﬂWMMmMmo
cial in natwre and deemod not appropriste for
inclusion on the U.S. Munitions List. The BAA is
implemented by the Depwrtmemt of Commerce
(Buresu of Export Administration) in the Eaport
Admizistration Regulation (1S CPR 368 et eq.).
This: Regulation establishes a list of commodities
and relsted technical data known as the Commerce
Control List. Some of these controlled commoditics
are referred to as “dual-usc.” That is, they have an
actual or potential military as well as civilisn, com-
mercial application. Therefore, export of certain
Exports under the EAA do not include classified
information. (NOTE: The BAA expired in 1990, but
was revived in 1993 (PL. 103-10); bowever, the
administrative controls have been in continvous
effect under B.O. 12730 of Sepember 30, 1990, and
now E.O. 12868 of Scptember 30, 1993).

The Atomic Emergy Act (AEA) of 1954, ==
arsended (42 US.C. 2011). This Act provides a pro-
gram of intermational cooperation to promote com-
mos defense and sccurity, and makes available %o
coopcrating nations the bencfits of peaceful applica-
tions of atomic energy, as expanding technology and
considerations of the comumon defense and security
permit. RD and FRD may be shared with another
nation only usder the terms of an agresment for
cooperation.



d. The Defense Anthorizsation Act of 1984 (10 US.C.
130). This Act authorizes the Secretary of Defense to
withhold from public disclosure unclassified techni-
cal data thet has military or space application, is
owned or controlled by the DoD, aad is subject to
license under the ABCA or EAA. Canada has a simi-
lar law. A gualified coatractor in the United States
aad Canxda that is registered at the Joint Certifica-
tion Office, Defense Logistics Agency, may have
access to this sechnical data in support of a US. or
Canadian Government requirement. A foreign con-
tractor may have access to the U.S. technical data
upon issusace of an export license or other written
U.S. Government authorization, and their agreement
to comply with requirements specified in the export
authosization. The information that is subject w
these additional controls is identified by an export
describe who may have access and the reasons for
coatrol.

16-143. National Disclosure Policy (NDP). Decisions
on the disclosure of classified military informatioa to
foreign interests, including classificd information
related to defense articles and services controlled by
the ITAR, arc governed by the NDP. U.S. Government
policy is to avoid creating false impressions of its
readincss to make available classified military infor-
mation to foreign interests. The policy prescribes that
commitments shall not be expressed or implied and
there may be no disclosure of any informatioa until a
decision is made conceming the disclosure of any
classified information. Decisions on the disclosure of
classified military information are contingent on a
decision by a principal or designated disclosure
anthority that the following critetia are met:

a. The disclosure supports U.S. foreign policy.
b. m:&e-ecfchlsiﬁedmilimyinfunuﬁonwill
not have a negative impact on U.S. military security.

¢. The foreign recipient has the capability and intent to
protect the classified information.

d. There is a clearly defined benefit to the U.S. Govern-
meat that outweighs the risks involved.

e. The relcase is limited 0 that classified information
neeessary to setisfy the U.S. Government objectives
in authorizing the disclosure.

10-104. Bllateral Security Agreements. Bilateral secu-
rity agreemeats are negotiated with various foreiga gov-
ermments. Confidentislity requested by some foreign
govemments prevents a listing of the countries that have
exccuted these agreements.

the releasing governmest. The Agreement contains
provisions concerning limits on the use of each gov-
crament’s information, incloding restrictions on third
party transfers and proprictary rights. It does sot
commit governments to share classified information,
nor does it constitute authority 10 release classified
material to that government. It satisfies, in part, the
eligibility requircments of the AECA coaceming the
agreement of the recipient forcign government to
protect U.S, classified defensc articles and techrical
du.(NO‘l'E.The(hnnlSennlyAmaho
is known as a Gencral Security of Information
Agrosment and General Security of Military Infor-
mation Agreement. The title and scope are different,
depending on the year the particular agreement was
igned.)

b. Induuunlsecuuymhveheennegomhd

umumwmmymmofm
Under Secrctary of Defense (Policy) negotises
hdundSeumlyAgxeemenuqunmwﬁe
Gencral Secwrity Agreement and the Director,
Defense Investigative Service, has been delegated
authority to implement the provisions of the Indus-
trial Security Agreements. The Director of Security,
NRC, ncgotiates and implements these agreements
for the NRC.
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Secﬁonz.D'uclqs!lmofU.S.lnfomaﬁoanorﬁgnlnmts

10-200. Gemeral. Contractors shall avoid creating false
impressions of the U.S. Government’s readiness to
authorize release of classified information to a foreiga
entity. If the information is derived from classified
source material, is related to a classified GCA contract,
and it has mot been approved for public disclosure,
advance disclosure authorization will be required. Dis-
clomwe authorization may be in the form of an export
license, a letter authorization from the U.S. Government
licensing authority, or an exemption to the export autho-
rization requirements.

*10-201. Authorization for Disclesure. Disclosure guid-
ance will be provided by the GCA. Disclosure guidance
provided for a previous contract or program shall not be
used, uniess the contractor is so instructed, in writing,
by the GCA or the licensing authority. Classified infor-
mation normally will be authorized for disclosure and
export as listed below:

a. Goverament-to-Government International
Agreements. Clamsified information shell not be
disclosed until the agreement is signed by the partic-
ipating govemments and disclosure guidance and
security arrangements are established. The export of
technical data pursuant 0 such agreements may be
exempt from ITAR licensing requirements.

b. Sympasia, Seminars, Exhibitions, and Confer-
ences. Appropriately cleared foreign nationals may
participate in classified gatherings if authorized by
the Head of the U.S. Government Ageacy that autho-
rizes the conduct of the conference. All export con-
trolled information to be disclosed shall be approved
for disclosure pursuant to an export authorization or

. excmption covering the specific information and
countries involved, or by written authorization from
the designated disclosure anthority of the originating
Government Agency.

c. Foreiga Visits. Disclosure of classified information
shall be limited to that specific information autho-
rized in connection with an approved visit request or
export authorization.

d. Sales, Loans, Leases, or Graats of Classified
Items. Disclosure of classified information or
release of classified articles or services in coanection
with Government sales, loans, ecases, or grants shall

be in accordance with security arrangements speci-
fied by the GCA. Tests or demonstrations of U.S.
classified asticles prior to a purchase of inveatory
quantities of the itcm shall be wnder U.S. coatrol
unless an exception to policy is approved by the head
of the GCA. :

t. Foreiga Participation in Contractor Training
Activities. Disclosure of classified information to
foreign nationals participating in training at comtrac-
tor facilities shall be limited to information that is
necessary for the operation and maintenance of, or
training on, an item of equipment that has beea sold
to the trainee’s government.

f. Direct Commmercial Sales. The disclosure of classi-
fied information may be authovrized pursuant o a
direct commercial sale oaly if the proposed diaclo-
sure is in support of a U.S. or foreiga government
procurement requircment, a Government contract, or
an intcmational agreement. A direct commercial sale
includes sales under 2 government agency sales
financing program. If a proposed disclosure is in sup-
port of a forcign government requirement, the con-
tractor should consult with U.S. in-country officials
(normally the U.S. Security Assistance/Armaments
Cooperation Office or Commercial Counselor).

8- Temporary Exports. Classified articles (including
articles that require the use of classified information
for operation) exported for demonstration purposcs
shall remain under US. control. The request for
export authorization shall include a description of
the arrangements that have been made in-country for
U.S. control of the demonstrations and secure stor-
age under U.S. Government control.

h. Foreign Contractor Participation in U.S Classi-
fled Contracts. Requests initiated by forcign con-
tractors for classified information shall be submitted
through the foreign country’s embassy in Washing-
ton, DC, to the GCA forcign disclosare office.
Approval of the request by GCA does not alleviate
the requirement for a U.S. contractor to obtain an

10-202. Direct Commercial Arrangements. An export
authorization is required before a contractor makes a
proposal to a foreign person that involves the eveatual
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disclosure of U.S. classified information. The contrac-
tor should obtain the coscurrence of the GCA before
submitting an export authorization request. To expe-
dite disclosore and export decisi the for
export authorization should include the following:

a. The US. or foreign government requirement that
Jjustifies the proposed export.

b. The type aad classification level of any clasgified
information and other export costrolled technical c.
information that ultimately would have to be
exported, and the name, address, and telephone num-
ber of the Government entity that originated the clas-

c. Ideatification of any prior liccascs for the same arti-
cles or data.

that the transfer is for governmest purposes and that

-the classified material will be protected in compli-

ance with a governmest-to-government sccurity
agreement.

. uum&ﬁmm-mww

If a foreign government official refuses to sign the

-Form DSP-83, citing an existing agreement as the

basis for refusal, that official should be requested o
contact the Departmest of Stase, Office of Defense
Controls, in writing, through its embassy in Wash-
ington, D.C. to address the requircment. The corre-
certify that the material to be transferred is for gov-
cmment purposcs and will be protected in compli-

d. A discussion of how U.S. operational and technol- ance with the cited agreement.
ogy interests can be protected.
16-204. Contract Security Requiremnents.
e. An cvaluation of forcign availability of similar arti-
cles or sechnology. a. When a U.S. contractor is authorized 0 award a sub-

f. The name, address, and telcphone number of a U.S.
edgeable concerning the governmest requirement.

g Thc mame, address, and trlephone number of the
CSA for U.S. contractors. )

contract or enter into a Manufacturing License
Agreement, Technmical Assistance Agreement, or
other direct commercial arrangement with a foreign
contractor that will involve classified information,
security requiremcents clauses will be incorporated in
the subcontract document or agreement and security
classification guidamce via a Contract Security Clas-

. sification Specification will be provided (sce page

h. Any proposed sccurity requirements that may require
U.S. and/or foreign government approval.

i. Proposcd transfer arrangements.
j- AT‘edmologyCauolPlan(‘lCP),ifq:phcabl’ c.
10-203. Retransfer and Security Assurances.

a. Requests for export authorizations that will involve b,

the transfer of significant military equipment or clas-
sified material shall be accompanied by a Depart-
ment of State Form DSP-83, Non-Transfer and Use
Cettificate. I classified material is involved, the
form shall be signed by an official of the responsible
foreign government who has the authority to ceitify
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10-2-4). Two copies of the signed contract with the
clauses and the classification guidsace shall be pro-
vided to the CSA. H the export authorization speci-
fics that additionsl sccurity arangements are
necessary for performance on the contract, contrac-
tor developed arrangements shall be incorporated in
appropriate clauses in the contract or in a separate
security document.

The contractor shall prepare and maintain a written
record that identifies the originator or source of clas-
sified information that will be used in providing
defense articles or services to foreiga customers. The
contractor shall maintain this listing with the con-
tractor’s record copy of the pertinent export authori-
zation.



Security Clauses for International Contracts
Security clauses, substantially as shown below, shall be included in all contracts and subcontracts involving
classified information that are awarded to foreign comtractors.

1. All classified information and material furnished 5. All cases in which it is known or there is reason to

or gonerated pursuaat 10 this contract shall be pro-
tacted as follows:

a. The recipient will not release the information
or material to a third-country goverament,
person, or firm without the prior approval of
the releasing governmest.

b. The recipient will afford the information and
material a degree of protection equivalent to
that afforded it by the releasing government;
and

c. The recipient will not use the information
and material for other than the purpose for
which it was furmished without the prior
written conseat of the releasing governmeat.

Classified information and material furnished or
generated pursuant o this contract shall be trans-

of the United Statcs and (insert applicable coun-
try) and only to pevsons who have an appropriate
socurity clearance and an official noad for access
to the information in order to perform on the con-
tract.

. Classified information and material fumished
under this contract will be remaried by the recipi-
ent with its government’s cquivaleat security clas-
ificati kings.

under this contract must be assigned a security
classification as specified by the contract security
classification specifications provided with this
contract.

6.

believe that classifed information or material fur-
nished or generated pursucant to this contract has
been lost or disclosed to usauthorized persons
shall be reported promptly and fully by the con-
tractor 0 its governmeat’s security authorities.

Chnﬁduﬁuunulndmdhuﬁeda
generated pursuant to this costract shall not be
further provided to another poteatial contractor or
subcontractor unless:

a A potential comtractor or subcontractor
which is located in the United States or
(insert  applicable country) has been
approved for access to classified information
and material by U.S. or (insert applicable
couniry) security anthorities; or,

b. If located in a third country, prior written
consent is obtained from the United States
Government.

. Upon complction of the contract, all classified

material furnished or gencrated pursuaat o the
contract will be returned to the U.S. coatractor or
be destroyed.

. The recipient contractor shall insert terms that

substantially conform to the language of these
clauses, including this clause, ia all subcontracts
under this coatract that involve access to classi-
fied information fumished or gencrated under this
confract.
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'Secﬁon 3. Foreign Government Information

10-308. General. Foreign government information shall
rotsin its original classification markings or shall be
ampednU.s classification that provides a degree of

vides additional requirements for protecting and con-
trolling access to foreign government information
provided to U.S. contractors.

10-301. Pelicy. The contractor shall notify the CSA
whea awarded coniracts by a foreign interest that will
involve access to classified information. The CSA shall
adsninister oversight and ensure implementation of the
secwrity requirements of the contract on behalf of the
foreign government, including the establishment of
chaanels for the transfer of classified material.

10-302. Marking Foreign Government Classified
Masterial Forcign governmest designations for classi-
fied information generally paralie]l U. S. security classi-
fication designations. However, some foreign
governments have a fourth level of classification,
RESTRICTED, for which there is no cquivalest U.S.
classification. The information is to be protected and
marked as CONFIDENTIAL information. When other
foreign goverament material is received, the equivalent
U.S. classification and the country of origin shall be
marked on the front and back in English. Foreign gov-
ernment classification designations and the U.S. equiva-
lents ase shown in Appendix B.

10-303. Marking U.S. Docomsents That Contain For-
cign Government Information. U.S. docoments that
contzin foreign government information shall be
marked on the front, “THIS DOCUMENT CONTAINS
FOREIGN GOVERNMENT (indicate level) INFOR-
MATION.” In addition, the portions shall be marked to
identify the classification level and the country of origin,
e.g., (UK-C); (GE-C). If a forcign government indicatcs
that it does not want to be identified, applicable para-
graphs shall be marked FGI together with the appropri-
ate classification, c.g., (FG1-S). The “Classified by” line
shall identify US. as well as foreign classification
sources. If the foreign government does not want 10 be
ideatified, a scparate record shall be maintsined. The

“Declassify on” line shall contain the notation, “ORIGI- .

NATING AGENCY'S DETERMINATION
REQUIRED"” or “OADR.” A U.S. document, marked as
described herein, shall not be dowagraded below the

highest level of foreign government information con-
tained in the document or be declassified without the
wnummvdofﬂnhmmmdmam-

conceming

10-304. Marking Documents Prepared For Foreign

Governments. Documents prepared for foreiga govern-
ments that contain U.S. and forcign government infor-
matioa shall bem-had 2 prescribed by the forcign

shall be marked to identify the U.S. cl-dﬁadmfu'm-
tion. The record specified in paragraph 10-204b shall be
maintained.

10-305. PCL, FCL, and Bricfing Requirements.

PCLs and FCls issued by the US. Government are
valid for access to classified foreign government infor-
mation of a corresponding level. Contractor employees
will be bricfed and acknowledge in writing their respon-
sibilities for handling forcign government information
prior to being granted access.

10-306. Storage, Control, and Accountability. For-
cign government material shall be stored and access con-
trolied genesally in the same manner as U.S. classified
matevial of an equivalent classification. The procedures
shall ensure that the material can be located at all times
and access is limited to only those persons who require
was provided by the originating government. Foreign
government material shall be stored in a manner that wifl
avoid commingling with other material which may be
accomplished by establishing separste files in a storage
contsiner. Annual inventories are required for TOP
sm-qspcngrm

10-307. Disclosure and Use Limitations. Foreign gov-
emment information shail aot be disclosed o nationals
of a third country, including intending citizeas, or 10 any
other third party, or be used for other than the purposc
for which it was provided, without the prior writtes con-
sent of the ariginating foreiga goverument. Requests for
other uses or further disclosure shall be submitted to the
GCA for U.S. contracts, and through the CSA for direct
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commercial contracts. Approval of the request does not
alieviate the requirement for the contractor to obtain an
export authorization.

10-308. Exports of Foreign Government Informe-
tion. An export suthorization is required for the export
ar re-export of export-cootrolled foreipn government
information cxcept for techaical data being retumned o
the original source of import. All requests for export
authorization for foreiga government information shall
clearly identify and distinguish between the foreign
government information and any U.S. information
involved in the same request. Foreign government infor-
mation shall not be exported to a third party without the
prior consent of the originating govemment. A copy of
such consent shall be provided in writing 0 the Office
of Defease Trade Controls, Department of State, with an
information copy to the CSA.

16-309. Transfer: Forciga government information shall
be transferred within the U.S., its possessions, or territo-
ries, using the same channcls as specified by this Man-
ual for US. classified information of an equivalent
classification except that uncleared commercial delivery
services shall not be used. The transfer of forcigs gov-
ermmpent information to arcas cutside the U.S. shall be

through govemment-io-government channels

10-310. Contract Security Reguiressents. The forcign
cutity that awards a classified contract is responsibie for
providing appropriate security classification guidance and
lnymymmcl.nu. The failure of a for-
cign catity to provide classification guidance shall be
reporied fo the CSA.

10-311. Public Disclosare. The public disclosure of
foreign government information requires the prior writ-
ten approval of the contracting foreign government.

16-312. Subcontracting.

2. A US. contractor may award a subcontract that
involves access to foreign government information
to another contractor within the U.S,, its possessions
or tervitories, except as described in subperagraph b,
below, upon verifying with the CSA that the pro-
spective subcontractor has the appropriate FCL and

storage capability. The contractor awarding a sub-
contract shall provide wqmﬂencumyclmﬁa-
tion guidance and incorporate the pertinent security
requircmeats clauses in the subcootract.

b. Subcontracts involving forcign govermment informa-
tion shall not be awarded 10 a contractor in a third
country or 10 a U.S. compeny with a limited FCL
based on third-country ownership, control, or influ-
ence without the express written consent of the origi-
nating foreign government. The CSA will coordinate
with the appropriate foreign government authorities
to resolve the matter.

10-313. Reproduction. The reproduction of foreign
governmest TOP SECRET information requires the
written approval of the originating government. Ropro-
duced copies of all foreign governmment information
shall be coutrolled, protected, and accounted for in the
same manner as the original version.

10-314. Dispesitien. Forciga goverament information
mummucc.\wmqnmu

certificates are required for foreign government material
udnhllberaninedfuiyun.

lMls.l.«-.Coqn-hc.QrS-pecMCa-pm-

10-316. Reporting of Improper Receipt of Foreign
Governmeat Material. The contractor shall report o
the CSA the receipt of classifiod material from forcign
interests that is not received through government chas-
ocls.

10-317. Processing Foreign Government Clagsified
Information on AlSs. Forcign government informa-
tion shall be processed on an AIS accredited to the
appropriate classification level.
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Section 4. International Transfers

10-400. Gemeral. This Section contsins the procedures
for international transfers of classificd material. The
requirements in this Section do not apply to the trans-
mission of classified material 10 U.S. Government activ-
ities outside the United States. Copica of the forms,
plans and certificates discussed in this Section may be
obtaized from the CSO.

10-401. Policy. All international transfers of classified
maicrial shall take place through government - to - gov-
emment channels. Control and accountability of classi-
fied material must be maintained until the material is
officially tramsferred to the intended recipiest govern-
ment through its designated govermment represeatative
(DGR).

a. To easure Govermnment accountability, writtca trans-
mission instructions shall be prepared for all interne-
tional transfers of classified maserial. If the transfer
involves the use of a commercial carrier or freight
forwarder, the instructions shall be fully described in
a Transportation Plan (TP). The instructions shall be
approved by the CSA and the recipient government
shall be the responsibility of: (1) The contractor for
commercial contracts; and (2) The executing govemn-
ment agency for Government contracts.

b. In urgent situations, the CSA may authorize appro-
priately cleared contractor employees to handcarry
classified material.

c. The CSA shall be contacted at the carfiest possible
stage in deliberations that will lead to the interna-
tiosal transfer of classified material. The CSA shall
advisc the contractor on the transfer arangements,
- iddentify the recipiest government’s DGR, appoint a
US. government employee as the U.S. DGR, and
ensure that the transportation plan prepared by the
comtractor or government is adequate.

10-482. Transfers of Freight.

a. Govermment Agency Sales. Classified material 10
be fumished to a foreign govermnment under such
trassactions normally will be shipped via govern-

ment agency-aranged tramsportation, such as the

DTS, and be transferred to the foreign government’s

DGR within the recipient government’s territory. In

any Government Agency sales casc, the Goverment

10-4-1

Agency that executes the sale is responsible, in coor-
dination with the recipicat foreiga governmest, for
preparing & TP. Whea the poiat of origin is a U.S.
contractor facility, the GCA shall provide the coa-
tractor and the applicable CSA a copy of the TP and
the applicable Letter of Offer and Acceptance
(LOA). If a freight forwarder is to be used in pro-
cessing the shipmeat, the freight forwarder and its
CSA also shall be provided a copy of the TP by the
GCA.

Cemmercial Contracts. The coatracior shall pre-
pare a TP in coordination with the receiving govern-
whether the material is t0 be moved by Iand, sea, or
air, and applies to U.S. and foreign classified con-
tracts. Afier the CSA approves the TP, it shall be for-
warded to the recipicat foreiga government socurity

Transportation Plan (TP). A requirement to pre-
pare a TP shall be included in each contract that
involves the international transfer of classified mate-
rial as freight. The TP shall describe arrangements
for the secure shipment of the material from the
point of origin to the vltimate destination. The U.S.
and recipient government DGRs shall be identified
in the TP. The TP shall provide for security arrange-
ments in the event the transfer cannot be made
promptly. When there are to be repetitive shipments,
a Notice of Classified Consignment will be used. The
shipment must be accompanied by an appropristely
cleared escort.

. Imternatiomal Carriers. The intcruational trassfer

of classified material shafl be made using only ships,
aircraft, or other carriers that:

(1) Arc owned or chartered by the U.S Govern-
ment or under U.S. registry

{2) Are owned or chartered by or under the regis-
try of the recipieat government

(3) Arc camriers other than those described that
are expressly anthorized to perform this func-
tion in writing by the Designated Security
Authority of the GCA and the security author-
itics of the forcign goverament involved. This
authority shall not be ‘delegated and this



exception may be authorized only when a car-
rier described in (1) or (2), above, is not avail-
able aad/or aa nrgent operationsl requirement
dictates use of the exception.

10-404. Return of Material for Repair, Medification, or
Maintenance. A forcign government or contractor may
return classifiod material 0 a U.S. costractor for repuir,
modification, or mainteaance. The approved methods of
retumn shall be specified in cither the GCA sales con-
tract, the security requirements section of a direct com-
mercial sales comtract, or, in the case of material
transferred as freight, in the original TP. The contractor,
upon receipt of notification that classified material is to
be received, will notify the applicable CSA. The CSA
shall contact the applicable forciga government security
oﬁanhnndmfwmmmmﬂnh
United States.

10-485. Use of Freight Ferwarders.

a. A commercial freight forwarder may be used w0
arrange for the international transfer of classified
material a8 freight. The freight forwarder must be
undamwmaﬁovmwu.Sm-

ltyfa'sewmymdennnlofducl-nﬁedmmn
that is processed by freight forwarders remains with
the U.S. Government until the freigit is transferred
to a DGR of the recipical government.

b. Only freight forwarders that have a valid PCL and
storage capability at the appropriate level are eligible
to take custody, or possession of classified material
for delivery as freight to foreign recipieats. Freight
forwarders that only process unclassified paperwork
and make arrangements for the delivery of classified
material to foreign recipieats do not require an FCL.

10-406. Handcarrying Classified Material. To meet an
urgent need, the CSA may authorize coatractor employ-
ecs © handcaery classified material outside the United
States. SECRET is the highest level of classified mate-
rial to be carried and it shall be of such size and weight
that the courier can retain it in his or her possession at
all times. The CSA shall ensure thet necessary arrange-
ments are made with U.S. airport security and customs
officisls and that security authorities of the receiving
goverment approve the plan. If the transfer is pursuant

to a contract or a bilateral or msltinational government
program, the request shall be approved in writing by the
GCA. The CSA shall be notified by the contractor of a
requirement under this Scction at least 5 work days in
advance of the transfes. Furthermore:

a. The courier shall be a full-time, appropristely
cleared employee of the dispatching contractor.

b. The courier shall be provided with a Courier Certifi-
cate that shall be consecutively numbered aand be
more than one stop, if approved by the CSA and
secure Goverament storage has been arranged at
cach stop. The Courier Cextificate shall be returmed
to the dispatching security officer immediately upon
completion of the journey.

¢. Before commencement of each journcy, the courier

shall read and initial the Notes to the Courier
attached to the Courier Certificate and sign the Cou-
rier Declaration . The Declaration shall be main-
tained by the FSO until completion of the next
security inspection by the CSA.

d. - The material shall be inventoried, and shall be
wrapped and sealed in the presence of the U.S. DGR.
The address of the receiving security office and the
return address of the dispatching company secarity
office shall be shown on the inner eavelope or wrap-
ping. The address of the receiving goverameat's
DGR shaill be shown on the outer cavelope or wrap-
ping along with the return address of the dispatching
office.

¢. The dispstching company security office shall pre-
pare three copies of a receipt based on the inventory,
and list the classificd material involved. One copy of
the receipt shall be retained by the dispatching com-
pany security office and the other two copies shall be
office shall obtaim a receipt for the sealed package
from the courier.

f. The dispaiching company security office shall pro-
vide the receiving security office with 24 work hoars
advance notification of the anticipated date and time
of the courier’s ammival, and the identity of the cou-
paiching compeny security office if the courier does
not axrive within 8 hours of the expected time of
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is DGR of any delay, unless officially notified other-
wise of a change in the courier’s itinerasy.

8- The receiving DGR shall vesify the contents of the
consignment and shall siga the receipts enclosed in
the consignment. One copy shall be returned to the
courier. Upon retumn, the courier shall provide the
executed receipt to the dispatching security office.

h. Teroughout the journey, the consigrment shail
remain under the direct personal controf of the cou-
rier. It shall not be left unattended at any time during
the jouncy, in the tramsport being used, in hotel
rooms, in clonkrooms, or other such location, and it
may not be deposited in hotel safes, luggage lockers,
or in luggage offices. In addition, envelopes and
packages containing the classified material shall not
be opened ea route, ualess required by customs or
other government officials.

i. When ingpection by government officials is anavoid-
able, the couricr shall request that the officials pro-
vide writtcn verification that they have opened the
package. The courier shall notify the FSO as soon as
possible. The FSO shall notify the U.S. DGR. If the
inspecting officials are not of the same country as the
dispatching security office, the designated security
authority in the country whose officials inspected the
consignment also shall be motified by the CSA.
Under no ciscumstances shall the classified consign-
ment be handed over to customs or other officials for
their custody.

j- When canrying classified material, the courier shall

- not travel by surface routes through third countrics,
except as authorized by the CSA. The courier shall
travel only on carriers deacribed in 10-403d, and
travel direct routes between the U.S. and the destina-
tion.

10-407. Classified Material Receipts. There shall be a
contiswous chain of recoipts to record international
transfers of all classified material from the contractor
through the U.S. DGR and the recipient DGR to the ulti-
mate foreiga recipient. The contractor shall retain an
active aspense record until return of applicable receipts
for the material. A copy of the extersal reccipt that
records the passing of custody of the package containing
the classified material shall be retained by the contractor
and each intermediate consignee in a suspense file until
the receipt that is enclosed in the package is signed and

returned. Follow-up action shall be initiated through the
CSA if the signed receipt is not retumed-within 45 days.

10-408. Centractor Preparations for International
Transfers Purvuant to Commercial and User Agency
Sales. The contractor shall be responsible for the fol-
lowing preparations to facilitate international transfers:

a. Ensure thet each party that will be involved in the
tranafer is identified in the spplicable contract or
agrecment, and in the license application or letter
request.

b. Notify the appropriate U.S. DGR when the material
is ready. .

c. Provide documestation or written certification by an
empowered official (as defined in the ITAR) to the
US. DGR t0 verify that the classified shipment is
within the limitations of the pertinent export aunthori-
zation or as authorized cxemption to the export
authorization requirements, or is within the limita-
tions of the pertinent GCA contract.

d. Have the classified shipment ready for visual review
and verification by the DGR. As a minimum this will
include:

(1) Preparing the packaging materials, address
labels, and receipts for review. 4

(2) Marking the contents with the appropriate
U.S. classification or the equivaleat fotugn
government classification, downgrading, and
declassification markings, as applicable.

(3) Ensuring that shipping documents (including,
as appropriate, the Shipper’s Export Declara-
tion) include the name and telephone number
of the CSA that validates the license or letter
authorization, and the FSO or his or her desig-
noe for the particular transfer.

(4) Have sent advance notification of the ship-
ment to the CSA, the recipient, aad to the
freight forwarder, if applicable. The notifica-
tion will requirc that the recipient confirm
receipt of the shipment or provide notice to
the contractor if the shipment is not received
in accordance with the prescribed shipping
schedule.

1043



10-499, Mdmuwb-
ITAR Ewemption. .-

a. The coatractor shall provide 1o the DGR valid docu-
mentation (i.c., license, Letter of Offer and Accep-
tmce, or agreement) W verify the expont
authorization for classified technical data to be trans-
fered pursuant 0 an ITAR exemption. The docy-
mentation shall include a copy of the Form DSP-83
associsted with the original export suthorization.

b. Classified technical data to be exported pursuant to
ITAR exemption 125.4(b)(1) shail be supported by a
written suthorization signed by a principel disclosure
anthority or designasted disclosore authority of the
Government Ageacy. A copy of the authorization
shall be provided by the contractor through the CSA
to the Office of Defease Trade Coatrols.

c. Hxports shall act be permitted nnder a Manufactur-

ing License or Technical Assistance Agreemeat for
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Section 5. International Visits and Cnntml of Foreign Nlﬁnngls

10-500. General. This Section describes the proce-
dures that the United States and foreign governments
have established to control international visits to their
orgmizations and cleared contractor facilities. It also
describes procedures for controlling access %0 sensitive
aress and information by foreign national cmployees.

16-501. Poiicy.

a. All requests for international visits shall be pro-
cessed in compliance with the requirements of this
Section.

b. The contractor shall ostablish procedurcs 10 monitor
intcrastional visits by their employoos and visits or
assignments to their facilitics of forcign nationals to
enmare that the disclosure of, and access to, export-
controlled articles and related information are lim-
ited ®0 those that arc approved by an export authori-
zation. :

c. Visit suthorizations shall not be used to employ or
otherwise acquire the services of foreign nationals
that require access to export-controlled information;
an export suthorization is required for such sitea-
tions.

10-502. Types and Purpese of International Visits.

Visit requests are necessary to make administrative
arrangements, obtain security assurances, and disclosure
decisions. There are three types of international visits.

a Ove-time Visits. A visit for a single, short-term
occasion (normally less than 30 days) for a specified
purpose.

b. Recurring Visits. Intermittent, recurring visits over
a specified period of time, normally up to 1 year in
doration, in support of a Government-approved
amngentent, such as an agreement, contract, or
license. By agreement of the governments, the term
of the authorization may be for the duration of the
amangernent, subject to annual review, and valida-
tion.

¢. Extended Visits. A singic visit for an extended
period of time, normally up to 1 year, in support of
an agreement, contract, or license. (NOTE: Soime

governments have only two categories of visits (one-
time and recurring) and refer $0 an extended visit as a
one-time, long-term visit.)

10-503. Emergency Visits. Some foreign governments
will accept a visit request submitted within 7 calendar
days of the proposed visit for an “emergency visit.” To
qualify as an emergeacy visit, the visit must relste to a
agreement or announced request for proposal, and fail-
ure 0 make the visit reasomably could be expected to
seriously jeopardize performance on the costract or pro-
gram, or result in the loss of a comtract opportunity.
Emergency visits arc only approved as a single, one-
time visit. The requester should coordinate the emer-
geacy visit in advance with the person %0 be visited and
ensure that the complete mame, grade or position,
address, and telepbone number of the person and a
knowledgesble foreign govermment point of contact are
tion of the contract, agreement, or program and the justi-
fication for submission of the emergency visit request.

16-504. Requests for Recurring Vislis. Recurring  visit
avthorizations should be requested at the beginning of
each program. Afier approval of the request, individual
visits may be armanged directly with the security office
of the location to be visited subject to three working
days advance notice.

10-505. Amendments. Visit requests that have beea
approved or that are being processed may be amended’
only to change, add, or delete names and change dates.
Amendments that request earlier dates thas originally
specified shall aot be accepted. Emergency visit suthori-
zations shall not be amended.

1mvuum-dbyus.cmunyir-
cign governiients require the submission of a visit
request for all visits to a govermmeat facility or a cleared
contractor facility, even though classified information
may not be involved. They also require that the requests
be received a specified number of days in advance of the
visit. These lead times for NATO countries are sttached.
An export suthorization must be obtained if export con-
trolied technical data is %o be disclosed or if information
0 be divuiged is related 1 a classified U.S. Government
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program, unjess the disclosure of the information is cov-
ered by am ITAR emcmption. Visit request procedesres are
uli'ned-folb\n. _

a. Request Format. The visit roquest format is con-
tained on pages 10-5-4 and 10-5-5 and shall be for-
warded to the CSA. The host for the visit shoukd
mﬁmhvﬁtmﬂmwﬂhmpv—
unmnﬂmmwbomnquedwmvedw
visit. It is the visitor’s responsibility to ensure that
such coordination has occured.

b. Goversment Ageacy Programs. When contractor
employces arc to visit foreign government facilities
or foreign contractors on U.S. Government orders in
support of 2 Government contract or agreemest, a

visit request also shall be submitted by the contrac-

tor.
10-507. Visits by Foreign Nationals to U.S. Centractor

Facilities. Requests for visits by foreign natiosals to
U.S. contractor facilities that will iavolve the disclosure

of (a)U.S. dlnﬁdumm(b)llmwinﬁr-_

mation related to a U.S. Government classified program,
or (c) Plant visits covered by Section 125.5 of the ITAR,
-hallbepmomedd-wghhmn;faapm—

crmmeat (nommally the visitor's embassy) to the US.
mwhwmmu
,mmbyﬁlaglmnhnnvolveodymm
programs and related unclassified information may be
submitted directly to the contractor. It is the contractor’s
responsibility to easure that an expost authorization is
obtained, if applicable.) As described below, the U.S.
Government Agency may approve or deny the request,
or decline to render a decision.

a. Government-Approved Visits. U.S. Governmen-
wedmummuumwd:eexpmt
liceasing provisions of the ITAR. U.S.. Government
-H:mvedvmulhdlmbeuedmwmdﬂnnpat

licensing requirements for commercial initiatives.

contain instructions on the level and scope of classi-
fied and unclassified information authorized for dis-
cloule.swllnmyhmmﬁudm
of the visit shall be subject %o the concurrence of the
contractor who shall notify the U.S. Government
Ageacy whea a visit is not desired.

b. Visit Request Denials. If the U.S. Governmeat
Agency does not approve the disclosure of the infor-
mation related to the proposed visit, it will deay the

10-5-2

visit request. The requesting govemment and the
coatractor to be visited shall be advised of the reason
r«ummmmwmem
tor(s). However, mlymulmﬂcpw-
lic domain may be disclosed.

. Nen-Sponsorship. The U.S, Governmeat Ageacy

wdldedmehmdu-deummlvhnw
that is not in support of a U.S. Government program.
A declination notice, indicating that the visit is not
Government spproved (ic., the visit is non-spon-
smed).dnnbeﬁxmshedbtemqmgfwm
govemment with an information copy 1o the U.S.
contracior t be visited. A declination notice does
not preclude the visit, provided the contractor has, or
obtaing, an cxport authorization for the information
mvolvedud.xfclamﬁedmm-nvdved.
hnheumﬁaddnlbmgiluym_
ment has provided the required security assurance of
the proposed visitor to the U.S. Government Agency
nﬂnonpnlmamqun.ulhd!behm :
hlnydhmnmlq:ﬂwbaw
‘regulations ® determine licensing requirements
reganding the disclosure of export controlled infor-
mation during such visits by foreign nationals.

Access by Forcign Visitors to Classified Infor-
mation. The contractor shall establish procedures to
umﬂufwugnmmmmlﬂ'uddmw

technical data except as authorized by an export
mwmwumwmw
the licensing requirements. The contractor shall mot )
inform the foreign visitor of the scope of access
authorized or of the limitations imposed by the Gov-
mmu.hugnvinmshllnmbeglmcmmdy
ofchmﬁedmdemeptwhentheynwungu
an official courier of their government and the CSA
authorizes the transfer.

Visitor Recerds. Contractor visitor records shall
clearly identify foreign visitors.

. Visits te Subsidiaries. A visit request suthorization

for a visit to a pareat facility also may be used for
visits to other divisions or subsidiaries of the same
compagy provided. disclosures are for the same pur-
Ppoec, the information to be disclosed does not exceed
the parameters of the approved visit request, aad the
U.S. Governmest Agency concurs.



10-508. Control of Access by On-Site Foreign Nation-
ale o

a. Extended visits and assignmeats of foreign nationals
to contractor facilitics shall be authorized ouly when
it is essential that the foreign national be at the facil-
ity punusat ©© a contract or Government agreement
(e.g-, joint vesture, lisison represcatative 1 a joint or
multinational program, or direct commercial sale).

b. If the foreign national will require access to export-
controlied information relased 10, or derived from, a
U.S. Government classified contract, the contractor
shafl obtain the written consent of the GCA prior to
making a commitment to accept the proposed visit or
assignment. A copy of the written consent shall be
included with the request for export authorization,
whea such authorization is required.

c. The applicable CSA shall be notified in advance of
all extended visits and assignments of foreign
naationals 10 cleared contractor facilitics. The notifi-
cation shall include a copy of the approved visit
suthorization or the U.S. Government export authori-
2ation, and the Technology Control Plan (TCP).

d. U.S. and forcign government classified material in a
U.S. contractor facility is to remain wnder U.S. con-
tractor custody and control and is subject 10 inspec-
tion by the FSO and the CSA. This does not preclode
& foreign visitor from being fumished a security con-
tainer for the temporary storage of classified mate-
rial, consistent with the purpose of the visit or

assigameat, provided the CSA approves, and respon-
sibility for the contaimer and its conteats remaing
with the U.S. coatractor. Exceptions to this palicy
may be approved on a case-by-case basis by the CSA
for the storage of forcign government classified
information fornished t0 the visitor by the visitor's
government through government chasaels. Brcep-
tions shail be approved in advance, in writing, by the
CSA, aad agreed to by the visitor’s government. The
agreed procedures shall be included in the comtrac-
tor’s TCP, shall require the foreign natiosals to pro-
vdemhﬁemﬂ.-d:hﬂhchdem

10-589. TCP. A TCP is required w control access by
foreign wationals assigned 10, or employed by, cleared
cedures already in place at the coatractor’s facility sre
adequate. The TCP shall contain procedures to control
accees for all export-costrolled information. A sample
of a TCP may be obtained from the CSA.

10-510. Security and Export Centrel Viclations
Invelving Fereign Natisasls. Any violation of admin-
istrative sccurity procedures or export control regula-
tions by foreiga visitors or foreign national employees
shall be reported to the CSA.
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L

This matrix contains the instructions for the completion of a Request for Visit (RFV). The visit request must be
Mmmhwmmmuwww.mmwusmn
below, will be used for all requests for intemational visits as follows:

a. A scparate request must be submitted for each program, project, or contract.

" b. A separate request must be submitted for each country o be visited.

2

c. Subjwwﬂomtumymwﬁﬂemmyhﬁsﬁhwhmwyww
each location is involved in the same program, project, or coatract.

d. mmmuhmmwm:m«mmmwmwmisfdlm&
lnfwnndmgimwmwermhmmmbﬂypdmpﬁuedhblockm:olhlti!illqibb.
e llotteounrieshnenﬁlkiedaapeeiﬁdnmbuofumﬁudqﬂhuavishmqmmhrwﬁwd
hmmmm&ammmmmmmmmmmumm
nations,

. WGFAW.HM&MMMM'WMM,MM.“M

u)ndﬂnlmam-dmududnmhu:damwbhhnmdh
puipose of the visit. » .
GOVERNMENT AGENCY OR INDUSTRIAL FACILITY TO BE VISITED. Provide the fall name and

mmmc&y,mmumm)mmumnmﬂmmm
whmmmhvebeenmndafnﬂhcv’nitumeﬁcimy.

(NWB:AuAkaM#‘mMmbmﬁammnhvwhundm the ssatement. See also
Annex ___should be included.) .

3.

DATES Wmﬂ.mﬁemdﬂeﬂpu‘hd(m-bd*)dmﬁtbywyﬁ.

4.nmmvmmwmmwu-mmmmmmmwme

vﬁhﬁn;iﬁﬁdhbmmﬁuﬁdmyﬁmmm»hmmmmbqﬁﬁd
Myﬂhvﬁhhswdmaﬁﬂmmwbﬁmhﬂyhuﬁdhhml

2 WmlﬂMW&“O&%nmmdﬂuimwmwh

dimndenmhﬂnﬁﬁLDommmphhdmhdnmdlwhmﬁu
visits, ﬂlkimshalﬂmRWﬁngVilihllh-ﬁlﬂﬂﬂdlhdbd‘hm@.g.,m%w&r

cuss...).
ANTICIPATED LEVEL OF CLASSIFIED INFORMATION TO BE INVOLVED. Indicate SECRET,

) cmm,umammmam«um

PERTINENCE OF VISIT. Spwﬂymmﬂmﬁhmmwwubm(n.
Mcmxamwﬁrmdwmnﬁ:.uﬁumﬂymdawmdy.

. PARTICULARS OF VISITOR.
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NAME: Family aame, followed by forename in fall and middle initial(s).

DOB: Date of birth (day-toath-year).

POB: Plaee of birth (eity, state; and country).

SC: Security clearance status (e.g., TS, S, C). Indicate NATO clearance if the visit is related
to NATO business.

ID.PP: Eanter the passport number.

NATIONALITY: _ Enter citizenship.

POSITION: Provide the position the visitor holds in the organization (c.g., director, product manager,
etc.)

COMPANY? Provide the name of the government agency or industrial facility that the

AGENCY visitor represents if different from item 1.

NOTE: If more than 2 visitors are involved in the visit, a continuation sheet should be used. In that case item 8
should ssate “SEE ANNEX_, NUMBER OF VISITORS:. . . (state the number of visitors).

9. SECURITY OFFICER OF THE REQUESTING CONTRACTOR. Provide the name sad telephone num-
ber of the requesting Facility Security Officer.

io.cxxrmcxnonors:cunm CLEARANCE. Do not fill in (to be completed by the Government Clear-
ance Agency).

NOTE: Item 10 also may be filled in by she appropriate official of the U.S. Embassy in the country to be visited or the
applicable Office of Industrial Security International (OISI).

11.REMARKS.

(a) This itewa can be used for certain administrative requirements (c.g., proposed itinerary, request for hotel
reservations, and/or transportation).

(b) In the case of an Emergency Visit, the name, telephone, and telefax numbers of the knowledgeable pes-
son with whom advance arrangemeats have been made should be stated.

INI Lead-times (i.e., the number of days in advance that the request must be received by the host government) for
NATO nations are as follows:

. Onc-time and Recurring Visits Amendmeants
Belgium 14 9
Canada 20 10
Denmark ' 7 5
France 25 S
Germany 25 10
Greece 20 10
Italy 14 7
Luxembourg 10 ‘ 9
Netherlands 20 5
Norway 15 10
Portugal 20 . 7
Spain 25 - 8
Turkey 15 10
United Kingdom 21 5
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~ Section 6. Contractor Operations Abroad

10-98. General. This Section scts forth requirements
for U.S. contractor employees assigned outside the U.S.
and their access to classified information.

10-601. Access by Coatractor Employeces Assigned
OlhﬂetlheUHMShtu.

a. Contractor employeces assigned outside the United
States, its possessions or tervitorics may have access
to classified information ia connection with perfor-
mance on a specified United States, NATO, or for-
eign goverament classified contract.

b. The assigument of an employee who is a foreign
U.S. on programs that will involve access o classi-
fied information is prohibited and negates the basis
on which an LAA may have been provided to such

c. A consultant shall not be assigned outside the United
States with respomsibilities that require access o

190-602. Storage, Custody, and Coatrol of Classified
Information Abroad by Empiloyees of a U.S. Con-
tractor.

a. The storage, custody, and control of classified infor-
mation fequired by a U.S. contractor employee
abroad is the responsibility of the U.S. Government.
Therefore, the storage of classified information by
contractor employees at any location abroad that is
not under U.S. Government control is prohibited.
The storage may be at a U.S. military facility, a U.S.
Embassy or Consulate, or other location occupied by
a U.S. Government organization.

b. A contractor employee may be fumished a’ security
container to temporarily store classified material at a
US. Governmenat Agency overseas location. The
decision to permit a contractor to temporarily store
classified information must be approved in writing
by the senior security official for the U.S. Govern-

meat host organization.

c. Amebethm-
from an over-

necessary for the performance of a GCA contract or
pursuant to an approved export authorization. The
responsible U.S. Goverament security official at the
U.S. Government facility shall verify that the con-
trachor has an export authorization or other written
U.S. Government approval 10 have the material; ver-
ify the need for the material to be removed from the
facility; and brief the employce on handling proce-
dures. In such cases, the comtractor employee shall
sign a receipt for the classified material. Arraago-
ments shall aiso be made with the U.S. Goveramant
custodian for the return and storage of the classified
material during nom-duty hours. Violations of this
policy shall be reported 10 the applicable CSA by the
-eunityoﬁuthu.s.(lumhﬁlhy.

d. A contractor employee shall pot stowe classified

information at overscas divisions or subsidiarics of
U.S. companies incorporated or located in a foreign
country. (NOTE: The divisions or subsidiarics may
ferred to the applicable foreign governmeat through
government-to-goverament channels pursuant to an
approved export authorization or other written U.S.
Government authorization. Access to this classified
information at such locations by a U.S. contractor
cmployee assigned abroad by the parent facility on a
visit authorization in support of a forcign govem-
ment contract or subcontract, is goveraed by the laws
and regulations of the country in which the division
or subsidiary is registered or incorporated. The divi-
sion or subsidiary that has obtained the information
access.)

e. US. contractor employees assigned to foreign gov-
cmment or foreign contractor facilities under a direct
commercial sales arrangement will be subject to the
host-nation’s industrial security policies.
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10-683. Transmission of Clangified Material to

Ewployees Abread. The truasmission of classified
material 1o & cleared coatractor employee Jocated out-
side the United States shall be through U.S. Government
chaanels. If the material is to be used for other than U.S.
Government purposes, am export udlonmon is

U.S. military organization or other U.S. Government
organization (c.g., an Embassy). The U.S. government
mmwuwf«mm
control of the matorial.

10-604. Secaxity Bricfings. An employee being assigned
outside the United States shall be briefed on the security
requirements of their assignment, inclixding the handling,
disclosurc, and storage of classified information overseas.

10-605. Repant of Assignments.

a. The contractor shall promptly repost to the CSA the
assignment of a cleared employee to a location out-
side the United States, Puerto Rico, Guam, or the
Visgin Islaads for a period exceeding 90 consecutive
tion:

(1) Name, address, telephone number, and CSA
overseas code (if applicable) of the location to
which the empioyee will be assigned; whether

the Jocation is under U.S. Goverament or for-
eign government control; and name, tide, and
telophoae. number. of the U.S.. Government or .
foreign government secwrity official at the locs-
tion.

(2) Justification for access to any U.S. or foreign
identification of the contract, license, or agree-
ment under which access is necessary.

b. Subsequent 0 the assignmeat of a cleared employee
outside the United States, the comtracior shall pro-
vide to the CSA:

(1) Justification, based on a specified comtract,
license, agreement, or other Goverament-
approved arrangement, for the employee’s con-
tinuing need for a PCL every 3 years following
the initial assi

(2) Notification of any change in the Jocation and
mailing address of the affectod ompioyee.

3) Noﬁﬁnﬁmofﬁelnnﬁidmotmeemphnc'l
assignnent outside the United States.
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10-790. Gemevral This Section provides the security
requirements needed to comply with the procedures
established by the U.S. Security Avthority for
NATO(USSAN) for safeguarding NATO information
provided to U.S. industry.

10-701. Classification Levels. NATO has four levels of
secwrity classification; COSMIC TOP SECRET (CTS),
NATO SECRET (NS), NATO CONFIDENTIAL (NC),
and NATO RESTRICTED (NR). Another marking,
ATOMAL, is applied to U.S. RESTRICTED DATA or
FORMERLY RESTRICTED DATA and United King-
dom Atomic information that has been released to
NATO. ATOMAL information is marked COSMIC TOP
SECRET ATOMAL (CTSA), NATO SECRET
ATOMAL (NSA), or NATO CONFIDENTIAL

ATOMAL (NCA).

10-792. NATO Coutracis. NATO contracts involving
NATO-usique systerus, programs, or Operations are
awarded by a NATO Production and Logistics Organi

zation (NPLO), a desigasted NATO Maum
Agency, the NATO Research Staff, or a NATO Com-
mand. In the case of NATO infrastructure projects (c.g.,
airfields, communications), the NATO contract is
awanded by a contracting agency or prime contractor of
the NATO natioa that is responsible for the infrastruc-
ture project.

10-703. NATO Facility Security Clearance Certifi-
cate. A NATO Facility Security Clearance Certificate
(FSCC) is required for a contractor to negotiate or per-
form on 2 NATO classified contract A U.S. facility qual-
ifies for a NATO FSCC if it has aa equivalent U.S. RCL
and its personncl have been briefed on NATO proce-
dures. The CSA shall provide the NATO FSCC to the
requesting activity. A NATO FSCC is not required for
GCA costracts that involve access t0 NATO classified

10-704. PCL Requiremewts. Access to NATO classi-
ﬁedinﬁnm:eqmmaﬁnﬂl’a.ulheeqmnhm
level. A PCL is not required for access to NATO
RESTRICTED information.

10-79S. NATO Bricfiags. Prior 10 haviag access to
NATO classified information including Restricted,
cmployees shall be given a NATO security bricfing that

covers the requiresnents of this Section and the comse-
quences of acgligeat handling of NATO classified infor-
mation. The FSO shall be initislly briefed by a
representative of the CSA. Annnal refresher bricfings
shall also be conducted. When access to NATO classi-
fied information is no longer required, the employee
shall be debriefed. The employee shall sign a certificate
siating that they have beea briefed or debriefed, as
applicable, and acknowledge their responsibility for
safeguarding NATO information. Such certificates shall
be maintained for 2 years for NATO SECRET, CONHI-
DENTIAL and RESTRICTED, and 3 years for COS-
MIC TOP SECRET and all ATOMAL information.

10-786. Access to NATO Classified Information by
Foreign Natiomals. Forcign mationals of mon-NATO
nations may have access to NATO classified information
only with the consent of the NATO Office of Security
and the contracting activity. Requests shall be submitied
to the Central U.S. Registry (CUSR). Access to NATO
classified information may be permitted for citizeas of
NATO member nations provided a NATO security clear-
ance certificate is provided by their government and
they have been bricfed.

16-797. Sebcontracting for NATO Costracts. The con-
tractor shall obtain prior writien approval from the NATO
contracting activity and a NATO FSCC must be issued
prior to awarding the subcomtract. The request for
approval will be forwarded through the CSA.

16-798. Preparing and Marking NATO Documents.

All classified documents created by a U.S. contractor
shall be portion marked. Any portion extracted from a
NATO document that is not portion marked, must be
assigned the classification that is assigned to the NATO
document.

a. All US. originated NATO classified documents shall
bear an assigned refereace aumber and date on the
first page. The reference numbers shall be assigned
as follows:

(1) The first ciemient shall be the abbreviation for
the same of the costractor facility.
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(2) The second elcment shall be the abbreviation for
the overall classification followed by a hyphca
and the four digit sequeace number for the docu-
ment within thet classification that has been gen-
erated for the applicable calendar year.

(3) The third element is the year; c.g, MM/NS-
001393.

b. COSMIC TOP SECRET, NATO SECRET, and
ATOMAL documents shall bear the reference num-
ber on each page and a copy number on the cover or
first page. Copies of NATO documents shall be seri-
ally numbered. Pages shall be numbered. The first
page or index or table of conteats shall include a list,
including page numbers, of all Aanexes and Appen-
dices. The total number of pages shall be stated on
the first page. All Anmexes or Appendices will
include the date of the original document and the
purpose of the new text (addition or substitution) on
the first page.

c. Onc of the following markings shall be applied to
NATO documents that contain ATOMAL informa-
tion:

(1) “This document coatains U.S. ATOMIC Infor-
mation (RESTRICTED DATA ar FORMERLY
RESTRICTED DATA) made available pursuant
to the NATO Agrecment for Cooperation
Regarding ATOMIC Information, dated 18 June
1964, and will be safeguarded accordingly.”

(2) “This document contains UK ATOMIC Iafor-
mation. This information is released to the North
Adantic Treaty Organization including its mili-
tary and civilian agencics aad member states on
condition that it will not be relcased by the
mmmmwnyoﬁermum
or government or national of another country or
member of any other organization without prior
permission from HM. Government in the
United Kingdom.”

d. Working papers shall be retained only until a final
product is produced.

10-769. Classification Guidance. Classification guid-
ance shall be in the form of a NATO security aspects let-
ter and a security W checklist fm NATO

reccived, the contractor shall contact the CSA for assis-
tance. NATO classified documsenits and NATO infirma-
tion in other documents shall not be declassified or
downgraded without the prior written consent of the
origimating activity. Recommendations concerning the
declassification or downgrading of NATO classified
information shall be forwarded to the CUSR.

10-710. Further Distribution. The contractor shall not
relcase or disclose NATO classified information to a
third party or outside the contractor’s facility for any
purpose without the prior written approval of the con-
tracting agency.

10-711. Sterage of NATO Decaments. NATO classi-
fied documents shall be stored as prescribed for U.S.
documents of an equivaleat classification level, except
as described below.

a. NATO classified documents shall not be commingled
with other documents. NATO RESTRICTED docu-
ments may be stored in locked filing cabinets, book-
cases, desks, or other similar Jocked contsiners that
will deter unauthorized access.

b. Combinations for containers used to store NATO
classified information shall be changed annually. The
combination also shall be changed when an individ-
ual with access to the container departs or no longer
requires access to the container, and if the combina-
tion is suspected of being compromised.

c. When the combination is recorded it shall be marked
with the highest classification level of documents
stored in the container as well as to indicate the level
and type of NATO documents in the container. The
combination record must be logged and controlled in
the same manner as NATO classified documents.

10-712. International Tranemission. NATO has 2 reg-
istry system for the receipt and distribution of NATO
documents within each NATO member nation. The cen-
tral distribution point for the U.S. is the CUSR located
in the Pentagon. The CUSR establishes subregistrics at
U.S. Goverament organizations for further distribution
and control of NATO documents. Subregistries may
establish control points and sub-control points at con-
tractor facilities. COSMIC TOP SECRET, NATO
SECRET, and all ATOMAL documents shall be trans-
ferred through the registry systesn. NATO CONFIDEN-
TIAL and RESTRICTED documents provided as part of
NATO infrastrocture contracts shall be transmitted via
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FIDENTIAL, and NATO RESTRICTED documents
may be handcaried across international borders if
. authorized by the GCA. The courier shall be issued 2
NATO Couricr Certificate by the CSA. Whea handcar-
rying is aothorized, the documents shall be delivered to
a U.S. organization at NATO, which shall transfer them
o the intended NATO recipient.

10-714. Reproductien. Reproductions of COSMIC
TOP SECRET and COSMIC TOP SECRET ATOMAL
information shall be performed by the responsible Reg-
istry. The reproduction of NATO SECRET, CONFI-
DENTIAL, and RESTRICTED documents may be
authorized to meet comtractusl requirements uaicss
reproduction is prohibited by the comtracting entity.
Copies of COSMIC TOP SECRET, NATO SECRET,
and ATOMAL documents shall be scrially numbered
and coatrolled and accounted for in the same maaner as

the original.

19-715. Disposition. Generally, all NATO classified
documents shall be returned to the contracting activity

Documents provided in coanection with an invitation to
bid also shall be immediately returned if the bid is not
accepted or submitted. NATO classified docusnents may
be destroyed when permitted by either the costract or
invitation to bid COSMIC TOP SECRET and COSMIC
TOP SECRET ATOMAL documents shall be destroyed
by the Registry that provided the documents. Destruc-
tion of COSMIC TOP SECRET, NATO SECRET and
all ATOMAL documents shall be witnessed.

10-716. Accountability Records. Logs, receipts, and
destruction certificates are required for NATO classified
information, as described below. Reeordl for NATO

all ATOMAL documeats shall be recorded on logs
maistained separatcly from other NATO logs and be
assigned umique serial control mumbers. Additionally,
disclosure records, bearing the name and signature of
each person that has access, arc required for all COS-
MIC TOP SECRET, COSMIC TOP SBCRET

a Minimum identifying data on logs, receipts, and
destruction certificates shall include the NATO refor-

. ence sumber, short title, date of the document, classi-
fication, and serisl copy numbers. Logs shall reflect
of the docusnents.

b. Reccipts arc required for all NATO classified docu-
ments except NATO CONFIDENTIAL and
RESTRICTED.

c. Inventories shall be conducted annually of all COS-
MIC TOP SECRET, NATO SECRET, and all
ATOMAL documents.

d. Destruction certificates are required for all NATO
classified documecats except RESTRICTED. The
destruction of COSMIC TOP SECRET, NATO
SECRET and all ATOMAL documents must be wit-
nessed.

¢. Records shall be retained for 10 years for COSMIC
TOP SECRET and COSMIC TOP SEBECRET
ATOMAL documents and 3 years for NATO
SECRET, NATO SECRET ATOMAL, NATO CON-
FIDENTIAL, and NATO CONFIDENTIAL
ATOMAL. documents.

10-717. Security Viclations and Loss, Compromise,
or Possible Compromise. The contractor shall imme-
distely report the loss, compromise, supeaad joss or

10-718. Extracting from NATO Decuments. Permis-
sion to extract from a2 COSMIC TOP SECRET or
ATOMAL. document shall be obtaised from the CUSR.

a. If exiracts of NATO information are included in a
U.S. document prepared for a non-NATO contract,
the document shall be marked with U.S. classifica-
tion markings. The caveat, “THIS DOCUMENT
CONTAINS NATO (level of classification) INFOR-
MATION” also shall be marked on the front cover or
first page.of the documneat. Additionally, each para-
graph or portion containing the NATO information
shall be marked with the appropriate NATO classifi-
cation, sbbreviated in parentheses (e.g-, NS) preced-
isg the portion or peragraph. The “Declassify on”
line of the document shall show “Origimating
Agency Determination Required” or “OADR™ unicss
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the original NATO document shows a specific date
for declassification.

in U.S. unclassified documents. The U.S. document
must be marked, “THIS DOCUMENT CONTAINS
NATO RESTRICTED INFORMATION.” It shall be
prosected as NATO RESTRICTED information.

c. The declassification or downgrading of NATO infor-
mation in a U.S. document requires the approval of
the originsting NATO activity. Requests shall be
submitted 10 the CUSR for NATO coatracts, through
the GCA for U.S. coatracts, and through the CSA for
non-NATO contracts awarded by a NATO member
nation.

10-719. Release of U.S. Information to NATO.

a. The release of U.S. classified or export-controlled
information to NATO requires an export authoriza-
tion or other written disclosure suthorization. Whea
a document containing U.S. classified information is
being prepared for NATO, the appropriste NATO
classification markings shall be applied to the docu-
ment. Documents contalning U.S. classified informa-
tion, and US. classified documeats that are
suthorized for relcase 0 NATO, shall be marked on
the cover or first page “THIS DOCUMENT CON-
TAINS U.S. CLASSIFIED INFORMATION. THE
INFORMATION IN' THIS DOCUMENT HAS
BEEN AUTHORIZED FOR RELEASE TO (cite the
NATO orgasization) BY (cite the applicable license
or other written authority.)” The CSA shall provide
transmissioa instructions to the contractor. The mate-
rial shall be addressed to a U.S. organization at
NATO, which shall then place the maserial into
NATO sccurity channels. The material shall be
accompanied by a letter o0 the U.S. orgasization that

material has been authorized for release to NATO.
‘The inner wrapper shall-be addreased to the inteaded
NATO recipient. Material $o be sent 10 NATO via
mail shall be routed through the U.S. Postal Service
aad U.S. militery postal channels to the U.S. organi-

b. A record shall be maintsinod that identifies the origi-
nator and source of classified information that are
used in the preparation of docoments for release to
NATO. The record shall be provided with any
request for release authorization.

10-720. Visits. NATO visits are visits by persoanel rep-
resenting 2 NATO catity and relatiag o NATO contracts
and programs. NATO visits shall be handled in accor-
dance with the requirements in Section S of this Chapeer.
A NATO Certificate of Secwrity Clearance will be

a. NFLO sad NATO Indwstrial Advisery Gresp
(NIAG) Recurring Visits. NATO bhas cstablished
special procedures for recurring visits involving con-
tractors, government departments and agoacies, and
NATO commands and agoacies that are perticipeting
in a NPLO or NIAG contract or program. The NATO
Management Office or Agency responsible for the
NPLO program will prepare a list of the Government
and contractor facilitics participating in the program.
For NIAG programs, the list will be prepared by the
respoasible NATO siaff element. The list will be for-
warded to the appropriate clearance agency of the
perticipating nations, which will forward it to the
participating contractor.

b. Visltor Record. Contractor visitor reconds shall
clearly ideatify NATO visitors including thosc by
U.S. personnel assigned to NATO. The records shall
be maintained for 3 years.
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